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IN THE CLAIMS: 

Please amend the claims as follows: 

1 . (Previously Presented) A method of debugging executable code configured to 
access associated data in a data repository, comprising: 

initiating a debugging session for the executable code, and, during the debugging 
session: 

monitoring step-by-step execution of the executable code; 

determining whether the monitored executable code has accessed the 
associated data in the data repository; 

if so, determining whether to display the associated data on the basis of 
whether the associated data is restricted data; wherein determining whether to 
display the associated data comprises referencing predefined access restriction 
rules defining at least one rule preventing at least a portion of the associated 
data from being displayed to unauthorized users; and 

upon determining not to display the associated data on the basis of the 
referenced predefined access restriction rules, outputting masking characters on 
an output screen indicative of the associated data without revealing a value of 
the associated data, whereby selected data from the data repository is concealed 
from a user debugging the executable code. 

2. (Previously Presented) The method of claim 1 , wherein determining whether 
to display the associated data comprises determining whether the associated data can 
be provided to a debugger user interface. 

3. (Canceled) 

4. (Previously Presented) The method of claim 1 , wherein determining whether 
to display the associated data comprises referencing a restricted data table created in 
response to reading the associated data from the repository and according to the 
predefined access restriction rules. 
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5. (Previously Presented) The method of claim 1 , wherein determining whether 
to display the associated data is performed by a debugging program. 

6. (Previously Presented) The method of claim 1 , wherein determining whether 
to display the associated data is performed by a debugging program implementing the 
predefined access restriction rules. 

7. (Canceled) 

8. (Previously Presented) The method of claim 1 , wherein determining whether 
to display the associated data comprises referencing a parse expression defining a data 
format and an output expression defining a restricted portion of the parse expression. 

9. (Currently Amended) A computer-readable storage medium containing a 
debug program which, when executed, performs an operation compr i s i ng, during a 
debugging session initiated to debug of executable code , the operation comprising : 

monitoring step-by-step execution of the executable code, wherein the 
executable code is configured to access associated data in a repository; 

determining whether the monitored executable code has accessed the 
associated data in the repository; an4 

upon determining that the monitored executable code has accessed the 
associated data in the repository, determining whether to display the associated data on 
the basis of whether the associated data is restricted data; wherein determining whether 
to display the associated data comprises referencing predefined access restriction rules 
defining at least one rule preventing at least a portion of the associated data from being 
displayed to unauthorized users; and 

upon determining not to display the associated data on the basis of the 
referenced predefined access restriction rules, outputting masking characters on an 
output screen indicative of the associated data without revealing a value of the 
associated data, whereby selected data from the data repository is concealed from a 
user debugging the executable code d e t e rm i n i ng wh e th e r th e assoc i at e d data can b e 
d i sp l ay e d on th e bas i s of wh e th e r th e associated data i s r e str i ct e d data; wh e r ei n 
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d e t e rm i n i ng wh e th e r th e assoc i at e d data can b e d i sp l ay e d compr i s e s r e f e r e nc i ng 
pr e d e f i n e d acc e ss r e str i ct i on ru le s d e f i n i ng at le ast on e ru le pr e v e nt i ng at le ast a port i on 
of th e assoc i at e d data from b ei ng d i sp l ay e d to unauthor i z e d us e rs, wh e r e by s ele ct e d 
data from th e data r e pos i tory i s conc e a le d from a us e r d e bugg i ng th e e x e cutab le cod e . 

1 0. (Currently Amended) The computer-readable storage medium of claim 9, 
wherein determining whether the associated data can be displayed comprises 
determining whether the associated data can be provided to a debugger user interface. 

1 1 . (Currently Amended) The computer-readable storage medium of claim 9, 
further comprising: 

determining that the associated data cannot be displayed; and 
outputting text characters on an output screen indicative of the associated data 
without revealing a value of the associated data. 

12. (Currently Amended) The computer-readable storage medium of claim 9, 
wherein determining whether the associated data can be displayed comprises 
referencing a restricted data table created in response to reading the associated data 
from the repository and according to the predefined access restriction rules. 

13. (Canceled) 

14. (Currently Amended) The computer-readable storage medium of claim 9, 
wherein determining whether the associated data can be displayed comprises 
referencing a parse expression defining a data format and an output expression defining 
a restricted portion of the parse expression. 

1 5. (Currently Amended) The computer-readable storage medium of claim 9, 
wherein the executable code accesses the associated data comprising a record and 
wherein determining whether the associated data can be displayed comprises: 

referencing the predefined access restriction rules defining at least one rule 
preventing at least one field value from being displayed; and 

determining whether the record contains the at least one field value. 
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16. (Currently Amended) A computer-readable storage medium containing a 
debug program which, when executed, performs an operation of debugging executable 
code configured to access associated data in a repository, the debug program 
comprising: 

a debugger user interface; and 
a debug engine configured to: 

initiate a debugging session for the executable code, and, during the 
debugging session: 

monitor step-bv-step execution of the executable code: 
determine whether the monitored executable code has accessed 
the associated data in the data repository; 

upon determining that the monitored executable code has 
accessed the associated data in the data repository, determine 
determining whether to display the associated data on the basis of 
whether the associated data is restricted data; wherein determining 
whether to display the associated data comprises referencing predefined 
access restriction rules defining at least one rule preventing at least a 
portion of the associated data from being displayed to unauthorized users; 
and 

upon determining not to display the associated data on the basis of 
the referenced predefined access restriction rules, output masking 
characters on an output screen indicative of the associated data without 
revealing a value of the associated data, whereby selected data from the 
data repository is concealed from a user debugging the executable code 
s ele ct i v el y pass data to th e d e bugg e r us e r i nt e rfac e accord i ng to 
pr e d e f i n e d acc e ss r e str i ct i on rul e s d e f i n i ng at le ast on e ru le proh i b i t i ng at 
l oast a port i on of tho associated data from bo i ng d i sp l ayed to a usor 
op e rat i ng th e d e bug program, wh e r e by s ele ct e d data from th e data 
r e pos i tory i s conc e a le d from th e us e r d e bugg i ng th e e x e cutab le cod e. 
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1 7. (Currently Amended) The computer-readable storage medium of claim 1 6, 
wherein the debug engine is configured to: 

determine that the associated data cannot be displayed during the debugging 
session; and 

conceal the display of the associated data by displaying text characters on an 
output screen indicative of the associated data without revealing a value of the 
associated data. 

18. (Currently Amended) The computer-readable storage medium of claim 1 6, 
wherein the debug engine is configured to selectively pass data to the debugger user 
interface by referencing a restricted data table created in response to reading the 
associated data from the repository and according to the predefined access restriction 
rules. 

1 9. (Currently Amended) The computer-readable storage medium of claim 1 6, 
wherein the at least one rule defines a value and an associated value, wherein if the 
associated value has been displayed the debug engine will not provide the value to the 
debugger user interface for display. 

20. (Currently Amended) The computer-readable storage medium of claim 1 6, 
wherein the at least one rule defines a parse expression defining a data format and an 
output expression defining a restricted portion of the parse expression, whereby all 
values having restricted portion will not be provided to the debugger user interface for 
display. 
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